
CSO/CISO/BISO/TISO/ISO-High Level Concerns

Cybersecurity Operations

Cybersecurity Services Catalog

Incident Response

Incident Detection

Cloud Access Security 
Broker (CASB)

Data Leakage/Data 
Loss Protection (DLP)

Asset 
Management

Security Orchestration, 
Automation, Response 
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Security Incident and 
Event Monitoring 
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Web Content 
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Application 
Gateways

Denial of Service 
Mitigation
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Firewall/Access 

Monitoring (DBF/DAM)

Network Detection and 
Response (NDR)

TLS 
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File Security/Access 
Monitoring

Malware 
Behavior 
Analysis
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Behavior 
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Management 

(MDM)

Identity & 
Access 

Management

Email 
Security
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Management
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Management

Endpoint Protection, 
Detection, & 

Response (EPP/EDR)

Cryptography

Alert 
Monitoring

Security 
Analysis

Threat Hunting Threat 
Intelligence

Standard 
Operating 

Procedures

Leadership 
Communication

Continuous 
Improvement

Investigations

Cybersecurity Architecture

Cybersecurity Architecture Development

Portfolio Management Integration

Cybersecurity Architecture Strategy

Zero Access 
Strategy

Secure 
Access/Secure 
Edge (SASE) 

Strategy
Cloud Security 

Strategy

Software Defined 
Network Strategy

Software Defined 
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Software 
Defined WAN 

Strategy

Network 
Virtualization 

Function Strategy

Secure Enclave 
Strategy

Defense-in-Depth 
Strategy

Defense-in-Breadth 
Strategy

Identity & Access Management Strategy

IoT/IIoT/ICS/SCADA/OT Strategy

Program Management 
Integration

Project Management 
Integration

Review 
Boards

Architecture 
Change Control

Cybersecurity 
Tooling

Cybersecurity 
MechanismsSABSA TOGAF

Physical Security Operations
Travel Safety

Emergency Response

Datacenters

Remote Offices

Onsite Safety

Domestic 
Travel 
Safety

International 
Travel 
Safety

Emergency Response 
Procedures

Emergency 
Gather Point

Active Shooter 
Training

Owned 
Datacenters

Cloud 
Datacenters

Leased 
Datacenters

Leased 
Office 

Spaces

Owned 
Office 

Spaces

Fire Alarm 
System

Fire Suppression 
System

Visitor 
Management

Badge 
Systems

Grounds

LocksTornado 
Shelter

Cybersecurity Governance

Planning

Short-Term 
Planning

Near-Term 
Planning

Long-Term 
Planning

 Budget 
Forecast

Strategy & Business Alignment

Cybersecurity 
Program

Organizational 
Structure

Business Value 
Creation

Leadership 
Updates

Control 
Frameworks

Secure 
Enablement

Governance, Risk, and Compliance
Governance

Assessments

Reporting

Measurements

Metrics

Complliance

Policy 
Compliance

Standards 
Compliance

Contract 
Compliance

Regulatory 
Compliance

Privacy 
Compliance

Assessments Audits

Executive 
Briefing

Risk 

Risk 
Frameworks

Risk 
Assessment

Risk Register

Risk 
Assessments

Exceptions

Mergers & Acquisitions

Cybersecurity 
Strategy

Targeting & 
Screening

Due Diligence

Cybersecurity 
Due Diligence

Privacy Due 
Diligence

Transaction Execution

Covernants

Warranties

Indemnifications

Representations

Closing 
Conditions

Payment 
Escrow

Integration

Culture 
Integration

Integration Cost 
Management

Project Delivery Lifecycle
Waterfall

Linear 
Projects

Construction 
Projects

Portfolio Management

Program 
Management

Project 
Management

Architecture  Projects

Planning Requirements 
Development

Design Proof of 
Concept

Implementation Operations 
Acceptance

Agile Methodology

General 
Agile

Scrum

Kanban
Lean 

Startup

SAFe DevOps/ 
DevSecOps
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